ABSTRACT

FU, ZHI. Network Management and Intrusion Detection For Quality Of Network Services

(Under the direction of Dr. S. Felix Wu)

The explosive growth in worldwide communication via the Internet has increased the reliance of
organizations and individuals on the electronically transmitted information, which consequently
created rising demands to protect data from information leakage, corruption or alteration during
transmission. Various security service requirements are demanded among different applications and
customers with consideration of respective data sensitivity level, performance requirement and
monetary investment. It becomes important to provide end-to-end security service commitment to
satisfy the diverse customers needs. We expect the Quality of Protection (QoP) to fulfill end-to-end
security service commitment to be integrated within the emerging QoS networks to support secure QoS

Internet service. For clarity, we call both of QoP and QoS “Quality of Network Services” (QoNS).

The security issues surrounding the QoNS (QoP and QoS) provisioning have been studied in my PhD
research. The thesis is composed of two main parts, i.e. QoP security and QoS security. First, the
policy issues of QoP security service are analyzed and automatic policy generation algorithms are
presented. Furthermore, a signaling protocol is designed to provide end-to-end security service for
QoP. The protocol is designed to be secure to protect messages against possible forgery and
modification attacks. Second, the threats to the QoS signaling protocol RSVP are analyzed and
countermeasures are proposed. In addition, the intrusion detection methods for QoS attacks directly on

data flow are investigated and experimented.
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Retransmission Packet Dropping (RetPD): Attackers always drop the retransmission of a particular
packet. Two parameters (K, S) are defined for this dropping pattern, in which S is the starting packet to
be dropped while K is the times to drop its retransmission. For example, (K=5, S=10) means to drop
the 10™ packet and its subsequent 5 times of retransmission. As we will show next, this dropping
pattern can drastically degrade TCP performance by dropping only a few packets because it cause
cwnd to decrease down to one segment and experience long time to recover from it. In addition, the
TCP connection will give up after retransmission is up to 12 times. This provides an easy way for

attackers to perform Denial of Service attacks.

Random Dropping Attacks (RanPD): Attacker may randomly choose up to K packets to drop in a
connection. If K is very small, it behaves more like nature dropping and fast retransmission can
remedy packet loss efficiently. However, if K is large enough, the dropping pattern may also cause

considerable damage.

5.2.3 Experimenting TCP Dropping Attacks

In order to investigate the impacts of dropping attacks, we conducted experiments using different
dropping patterns for FTP transmission. Four client-server pairs were set up to download
“njcome210.zip” file (5.5M), which is a shareware developed by NJStar Software Corporation. The
clients were located in our SHANG lab at North Carolina State University. Each server was a mirror
site for downloading the file. The four sites we used are listed in Table 5.1.

Table 5.1: FTP Servers Used in TCP Dropping Experiments

Name FTP Server IP Address Location
Heidelberg ftp.uni-heidelberg.de 129.205.100.134 Europe

NCU ftp.ncu.edu.tw 140.115.1.71 Asia

Singnet ftp.singnet.com.sg 165.21.5.14 Asia

UIUC ftp.cso.uiuc.edu 128.174.5.14 North America
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All the clients ran on platform of linux 2.0.36 with IP firewall and divert socket support. In order to
simulate an attacker, a program named attack-agent was installed in each client. For every arriving
FTP data packet, the attack-agent intercept it through divert socket and release or drop it according to

predefined attack patterns.

Session delay and number of reordered packets (detail in 5.4.1) were measured and collected at client
site in SHANG lab. Both the data of sessions under normal transmission and sessions under attack
were collected over months. The following illustrates the impacts of malicious dropping on session
delay. The session delay for zero packet drops indicates the normal delay. As expected, the result
clearly showed the longer download time (service degradation) caused by different dropping attacks,

especially RetPD.

Session delay

0 5 10 15 20 25 30 35 40
Number of victim packets

Figure 5.1: Session delay under three dropping patterns for the NCU site.

Note =4 and S=5 for PerPD, and S=5 for RanPD.

5.3 Pattern Recognition Using Artificial Neural Networks

We first introduce architecture and algorithms used in our research in this section before we present

detail experiment setup in the next section.

5.3.1 Overview of Back Propagation Learning Algorithm
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Feed-forward neural network architecture with back propagation (BP) is chosen because of its
simplicity and reliability in a variety of applications. The architecture of neural networks is shown in

Figure 5.2. (The foundation paper of BP algorithm can be found in [46].)

output
Layer L
wij
Layer 1 .... L-1
Layer 0
input here

Figure 5.2: Neural network architecture
The neural network consists of many simple processing devices (called neurons) grouped in layers,
indexed by layer = 0, 1, ... L. The layer 0 and L are called “input layer” and “output layer” while all
other layers are called hidden layers. The neurons are fully interconnected with nodes in neighboring
layers while no connection is within a layer or beyond neighboring layer. The input layer size (number
of neurons in layer 0) depends on the representation of the data to learn. The output layer size depends
on specific application needs. For example, four-pattern classification application may need two

outputs to classify inputs to be pattern 00, 01, 10 or 11.

x1 w1 summation f(z)
| I Lz | N 4
inputs  x2 __w2 NL ’7 outputs

R s

Nonlinearity X
(activation function)

Figure 5.3: Processing Structure of a Neuron

Figure 5.3 shows the processing structure of each neuron [47]. The processing can be described as

following. First, z is obtained by weighted summation of all inputs from the lower layer. Then z is

transferred by an activation function (typically sigmoid function f(z)=1/1+¢ ") to y to further
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input to upper layer. Therefore, after the processing at each neuron layer by layer, the final outputs
represent a nonlinear transformation from the input data, in which the transformation function varies

by different topology and different weights of the neural network.

The BP learning is to find internal regularity of input data by best mapping a function from input to
output. The optimal mapping is measured by minimal error between the desired output and actual
output. In every step of the learning process, the weights will be updated such that there is a lower
error for the input/desired output pair. Gradient descent training is used to adjust weights towards

steepest downhill direction of error function. The weight adjust function is as follows:

de
Awg(v) = —na—aﬂ+aAw;(v—1)

g

where 1€ (0,1) is learning rate, @ € (0,1) is momentum incorporated to smooth weight adjustment

and mean square error € is:
14
LN2
e=—Y (d, —x{)
2 k=1

We now define

PYR

Then the formula to perform weight change in layer / becomes:
Awy(v)=nd/x" +arw; (v—1)
where §! is calculated as follows:
8! =(d,—x")f(z})) when [I=L

NI+1

8 = f(zl’)z 57wt when  I<L
P

Finally the weights of layer / are adjusted by

(I,new) _ J1 !
0" " =w; +Aw;(v)
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5.3.2 Training and Testing

Generally there are two phases for neural network experiments, i.e. training and testing. The available
data is divided into two groups for training and testing respectively. In training phase, one set of data is
randomly selected from training data group and then presented to the neural network to learn. Neural
network learning requires one representation of input set to be presented many times (called epoches)
for neural networks to adjust weights step by step. In our experiment, we used 50 ~ 100 epoches. Error
is propagated back to connections between input and output layers. After repeated weight-adjusting
training (e.g. 80 epoches), one presentation has been finished. Then another set of input is presented
for training and so on. The number of iterations depends on how fast the training converges to a small
error. In the testing phase, the trained neural network is provided with testing data that is “unseen”

during training phase. The quality of training can be measured by the following formula

in which d, is the desired output for the ith input, o, is the actual output for the it4 input and N, is the

total number of test data.

For intrusion detection purpose, we can train neural network to do binary classification as follows.
First we train neural network with typical normal data and attack data for it to map normal data to 1
and attack data to 0 (or vice versa). After sufficient training, the neural network will be presented with
unseen data for binary pattern recognition. A threshold will be set up such that the neural network will
raise alarm when the output exceeds the threshold, indicating that the current input data is essentially
similar to the attack data and different from normal data learnt in the training phase. We will go to

greater detail of experiment settings in Section 5.4.

5.3.3 System Considerations
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Parameter setting: Several parameters need to be determined or tuned for training:

*  The learning rate 1)
11(0 <n< 1) is to tell the learning algorithm how big a step is to adjust weights. A higher rate can

speed up the learning process while too high can make learning easily step over the optimal spot. To
improve performance, one solution is to schedule learning to be a function of learning time. Initially, it
is a big value to help learning take off fast then later on it is reduced gradually to steadily step toward
minimal error. If a constant value is desired for simplicity, a small value is preferred.

*  The momentum ¢

The momentum is to smooth the weight adjustment by following previous direction, which avoids
being shaky for little changes and avoids local minima. Like learning rate, momentum can be made
either a constant or variable.

*  The network topology

As we mentioned before, the input and output size varies with different problem needs. While it has
been theoretically proved that three layers of neural networks can represent any continuous function
[48], generally the number of hidden units are unknown beforehand. Different hidden layer sizes can
represent functions with different complexity. Therefore, the best guideline is through experimentation
to find out hidden layer size with best training quality (result in lowest error for testing data).

*  Number of iterations (number of presentations in training phase)

Iteration number can be determined by stopping criteria such that training automatically stops when the
stopping criteria are met. As we will talk about below, too much training may lead to bigger error due
to over-training. Iteration number can also be determined through experimentation to find out best

iteration times with minimum errors.

Convergence: The convergibility varies with different problems. It might converge very well for some
problems while it may not converge even to a locally optimal point for some other problems, let alone
to a globally optimal solution. Generally experimentation is guideline to determine how well and how

fast neural networks can help on certain problems.
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Over-training and Over-fitting: The neural networks might learn too much detail rather than trend if
trained too much. Over-fitting means the network size (e.g. number of hidden layer units) is larger than

it is needed. Both over-training and over-fitting may result in bigger errors.

Representational issues: The way to represent input and output data is found to be most important
factors in success of practical applications of neural network learning. There is no general guideline
but a black art, i.e. it varies with different problems. The goodness of representation greatly determines
the degree of success of learning. One simple solution might be to directly code everything to let
neural network to learn. However, it is generally difficult for neural network to find out the patterns
behind the raw appearance because raw data may contain many patterns of different aspects and it is
hard to converge. The other alternative is to extract some features from raw data to let neural network
to focus on the specific aspects in learning. By this way, the researchers can also control what neural
network has to learn rather than learn everything underneath the raw data. Additionally, it improves
performance of training by reducing input size (size of features generally smaller than size of raw
data). By focusing on the important features, it is usually easier and faster for neural networks to

converge to best solution.

Representation issue is equally important for this research. Authors also conducted experiment to let
neural networks learn from raw data, which resulted in unsatisfactory error rate and performance. In
order to make neural networks work for our problems, we need to analyze the problem and extract
useful features for neural networks to learn. The approach we take is to let neural network learn
probability distribution of normal and abnormal data by the way of binning procedure for establishing

histogram. We will talk about it in detail in next section.

5.4 Experiments

5.4.1 Feature Extraction and Histogram Establishment
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Due to Internet dynamics, there is statistical behavior for large number of packets but no deterministic
behavior for each individual packet. Aiming at the attacks that cause statistical deviation from normal
behavior, the features we extract for neural network to learn in this experiment is the distribution of
performance parameters like session delay etc. For instance, dropping one packet may not cause much
deviation statistically while dropping a hundred of packets can make the statistical profile significantly

different from normal profile.

The distribution is represented in the form of histogram in order to be presented to separate input units
of neural network. The binning procedure to establish histogram is as follows. We divide each
continuous measure, such as delay, drop rate etc., into several “bins”, which are ranges of values that
are mutually exclusive and span all values from 0 to infinity. For instance, for one measure, bins B;, B,
... By, represent a partition of all values, where these & bins are mutually exclusive and exhaustive. Let
P1, P2 -.- Pi be the probabilities of the occurrence that the measure of one incidence falling into the
corresponding bin. The total number of incidences collected for the measure is N, where N is a large
number. Furthermore, ¥; represents the number of occurrences for bin B;. Thus, we have ¥ p, =1,

where p=Y/N.

Measures can have fixed end-points, e.g., the number of packets being dropped ranges from 1 to total
number of packets. On the other hand, for some measures, the bin end-points have to be determined
first through other measures. For example, in our experiment, the lower bound of session delay was
determined by the minimal observed value, while the upper bound was determined by mean value plus
4 times of the standard deviation value of session delay. After the end points have been determined, the
bins can be scaled either in a linear or geometric fashion. In particular, linear scaling is used in this
experiment. After the binning procedure and calculation, the bin probabilities p;, p, ... pp will be

inputted to neural network for it to learn.

5.4.2 Data Collection and Measurements
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Data of months was collected by consecutively downloading the file as described in 5.2.3. Attack data
was also generated as follows. An attack agent that was installed in the client machine was performing
various dropping attacks with pre-defined dropping patterns during the downloading. Then the

performance data of the ftp transmission under attack was collected as attack data.

In the neural network experiment, two measures were used: session delay and the number of packet
reordering events (we call NPR measure) per connection. Session delay is the time spent to complete
the file download, which can be considered the measure of throughput. The patterns of session delay
and the number of packet reordering are supposed to deviate from their corresponding normal patterns
under dropping attacks. The reasons for using a packet reordering measure rather than a packet loss
measure are that (1) dropping packets usually results in packet reordering, and (2) at receiver side
packet loss detection is hard. In our experiment, data collection was performed at client sides. Data
packets were transmitted from a server to a client. While a server (sender) can easily detect data
packet loss by noticing a retransmission of the packet, a client (receiver) can not exactly know the loss
unless the sender informs him of the transmission. In our experiment, however, receivers did not have

such information.

We use the following approach to detect an out-of-order packet: the receiver records the sequence
number of the latest received non-reordered packet, say Segq,.. For each arriving packet, if its
sequence number, say Segq;, is larger than Seq,,,. with wrapping comparison, the packet is considered
non-reordered, and the Seq,,, is set to Seq,. Otherwise, we test if the arriving packet has been received
before. If not, it must be out of order. Otherwise, it is a replication or a redundant retransmission
possibly caused by ACK loss, coarse feedback or bad RTO. Note we do not count this as reordering in
our experiment. For instance, if 5 packets, P;, P, ... Ps, are sent in sequence and received in the order,

P;, Py, P;, Ps, P, Then we say that P, is an out-of-order delivery.
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In the experiment, there are 16 input units for the neural network: 8 for histogram distribution of
session delay measure and 8 for histogram distribution of packet reordering measure. Having learned
two behaviors together, the trained neural network will raise alarm when either of them or combined

behavior is found to be similar to attack behavior.

5.4.3 Sliding Windows

With the collected data, we use sliding window scheme to obtain various distributions. The window
size was chosen to be 100 sessions for the experiment and should be configurable to suit different
application’s needs. Among the 100 sessions, we calculate the percentages of session delay falling into
each bin to get a set of bin distributions. Then we slide the window by one session and get another set.
By this way, the raw data is transformed to sets of bin distributions that are ready to input to neural
network. The pre-processing for distribution feature extraction is illustrated as follows. For simplicity,

in the figure, we assume there are only two bins and two inputs for the neural network.

input window

<>

50 Normal pattern 1 for every 100 sessions
N L 95% 0~50
5% 50~100

96% 0~50
' 4% 50~100

neural networks

100

MU

Attack pattern 1 for every 100 sessions

50% 0~50
50% 50~100

Attack pattern 2

40% 0~50
60% 50~100

—

< >

input windo!

Figure 5.4: Binning distribution with sliding windows for neural networks to learn

In the above example, by sliding window and binning distribution procedure, we can teach the neural

network that {95%, 5%} {96%, 4%} etc. are patterns of normal behavior while {50%, 50%} {40%,
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60%} etc. are patterns of attack behavior. Then after sufficient training, the neural network can

recognize the different patterns based on what it has learnt.

5.4.4 Training, Parameter Searching and Intrusion Detection

The neural network used in our experiments has three layer (L=3), 16 inputs and 1 output that maps
normal patterns to be 1 and attack patterns to be 0. For simplicity, we used constant learning rate

n=0.1 and momentum ¢ =0.9. Threshold thresh = 0.7 is set up for alarms, which means the system

will raise alarm whenever the output of the neural network is smaller than 0.7. The reason that we
chose 0.7 rather than 0.5 is that the larger amount of available normal data than attack data makes the
neural network easier to capture the normal behavior. Therefore, there is better chance for the behavior
to be of attacks if the output indicates deviation from the normal toward attack behavior. The threshold

should be configurable for different sensitivity needs.

Typically the optimal size of hidden layer (refer to as variable hidNum) and optimal number of
iterations (refer to as iterNum) are unknown while experimentation is best guidance. To avoid
over/under fitting or training, various hidNum (5 ~ 50) and iterNum (100 ~ 3000) are tested to find a
pair resulting in best training quality (lowest error for test data). Then the neural network with the

optimal topology (hidNum) and training time (iterNum) will be used for intrusion detection.

To investigate the capability of neural network in intrusion detection of TCP dropping attacks, we
divided all available bin distribution data (transformed from raw session delay and NPR data) into two
parts: training testing set and intrusion detection set. The training testing set is further divided into
training set and testing set in which the training set and testing set account for the three fourth and one
fourth of the whole set respectively. The training testing set is mainly used for optimal parameter
searching, in which neural network is trained with various parameters and tested to find one pair with

the best training quality (lowest error on the test data). Then all the rest of data, i.e. intrusion detection
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set, is presented to the trained and optimal parameter equipped neural network to test its capability in

correctly recognizing normal patterns and attack patters for those new unseen data.

In our experiments, for each site, the training testing set is composed of fixed 2000 sets of normal bin
data (result from data of 2100 sessions) and 240 sets attack bin data — 60 each for four of attack
patterns: perl10, ram10, retS and inter5. The training testing set of attack data accounts for only around
5% of the attack data in intrusion detection set, which demonstrates the strength of neural network in

learning the distribution patterns from small set of data and apply the learning to others.

5.4.5 Results

The neural network program was coded in C and ran on Linux platform of a Celeron 500M PC. The
running time to search for optimal parameters is typically 3~4 hours. After training, the detection can

be made in real time.

Detection rates and false alarm rates are used to measure the capability in intrusion detection, in which
the former is the capability in detecting the attacks and the latter is the capability in avoiding
misjudgment of good behavior. An intrusion detection system is good only if it has high detection rate
and low false alarm rate. The experiment results are shown below.

Table 5.2 Results using neural network to detect TCP dropping attacks

Heidelberg NCU
Input size = 16 SingNet UIuC

False Alarm
9.80% 0.85% 0.03% 0.01%

Detection Rate

PerPD (10, 4, 5) 100% 100% 100% 100%

PerPD (20, 4, 5) 100% 100% 100% 100%
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RetPD -5 100% 100% 100% 100%
RanPD -10 77% 99% 100% 100%
RanPD -40 100% 100% 100% 100%

Intermittent-5
72% 100% 100% 100%
(10, 4, 5)

Intermittent-50
9.9% 94% 2% N/A
(10, 4, 5)

The results demonstrate good potential of neural network in use of intrusion detection of TCP dropping
attacks. By distribution learning, the neural network also possesses good learning adaptability. For
instance, the training used ram10, perl0, inter5 and ret5 four attacks and the trained neural network

also detected attacks with different dropping patterns like ram40, per20 etc.

From the results, we can see that the trained neural network performs very well in detecting all attacks
except intermittent-50, in which attackers launch dropping attack with pattern per(10,4,5) for every 50
sessions. Since only 2% sessions got attacked, the statistically insignificant attacks are hard to detect
because of insignificant deviation from normal behavior. However, there is high detection rate 94% of
intermittent-50 attack at NCU site because NCU normally is very stable and even intermittent-50 can

make performance obviously different from normal behavior.

Although neural network approach has advantages of simplicity, flexibility, accuracy and real time
detection etc., it is also with disadvantages. First, the accuracy of detection heavily depends on training
method and training data used. The training data must be representative such that neural network can
apply what it learnt in training to other data. For example, the 9.8% false alarm rate and some
unsatisfactory detection rate like 77% and 72% at Heidelberg site imply that the data used for training
may not well represent all normal data or attack data such that the neural network makes some wrong
judgment in intrusion detection phase. Second, this approach requires attack data as well as normal
data. Some other approach like statistical module as will be introduced below does not require any

simulated or real attack data. Last, an important drawback of neural network is its “black box”
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characteristics, meaning it is hard to analyze the result. The neural network learns the regularity by
adjusting weights. After it converges, there is no way for us to know what underlying regularity it

learns. Rule extraction for neural networks is still an active ongoing research.
5.5 A Brief Review of Statistical Module for TCP Dropping Attacks

The statistical module [43] applies NIDES/STAT algorithm to TCP dropping attacks. The
NIDES/STAT algorithm monitors a subject’s (either a user or a software program) behavior on a
computer system, and raises alarm flags when the subject’s current (short-term) behavior deviates

significantly from its expected behavior, which is described by its long-term profile.

The basic idea is as follows. The same binning procedure is used to establish histogram distribution for
both long terms and short terms. Naturally short-term distributions will be different from long-term
distribution. Intuitively, the following Q is used to measure the ‘closeness’ of the observed numbers to

corresponding expected numbers.

RV

i=1 N Xp;
where p/=Y//N’. Variables p;, ¥ and N’ are associated with the short-term profile, meaning the
probability of bin i, numbers falling into bin i and the total numbers of values. p, denotes the same

meaning of their long-term profile counterparts.

The distribution of the normal deviation of short-term from long-term is also tracked with binning
procedure. Then if an event makes short-term profile’s deviation from long-term profile significantly
different from normal short term deviation, i.e. there is very small probability for this to happen
according to the distribution of normal deviation, alarms will be raised for possible attacks. In the
statistical module, each measures will be processed separately, which is of advantages to report further
detail information in an alarm, e.g. it is delay that went wrong. The results are listed in the following

table, in which NPR is the measure of Number of Packet Reordering.
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Table 5.3 Results using statistical module to detect TCP dropping attacks

Delay Heidelbe
NCU SingNet uIucC
nbin=3 rg
False Alarm
1.6% 7.5% 2.1% 7.9%
Detection Rate
PerPD(10,4,5) 97.4% 95.2% 94.5% 99.2%
PerPD(20,4,5) 99.2% 98.5% 100% 100%
RetPD -5 100% 100% 100% 100%
RanPD -10 74.5% 26.8% 67.9% 99.5%
RanPD —40 100% 100% 100% 100%
Intermittent —5 25.6% 0% 0% 97.3%
Intermittent -50 0% 24.9% 0% 3.7%
NPR
Heidelberg NCU SingNet UIuC
nbin=2
False Alarm
4.5% 5.8% 8.2% 2.9%
Detection Rate
PerPD(10,4,5) 0% 14.4% 29.1% 100%
PerPD(20,4,5) 83.1% 94.2% 95.2% 100%
RetPD -5 0% 84.7% 23.9% 46.5%
RanPD -10 0% 0% 100% 100%
RanPD —40 100% 100% 100% 100%
Intermittent —5 0% 0% 82.2% 100%
Intermittent -50 0% 1% 40% 64.8%

In statistical module, two measures can be complementary. For instance, session delay measure can
effectively detect attacks that cause big delay deviation like ret-5 while NPR can effectively detect

those that dropped significant number of packets like ran-40.
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The statistical module has advantages of 1) light-weight calculation and storage for training; 2) it does
not require any simulated or actual intrusion data; 3) Profiles are automatically updated without human
intervention. However, it is also subject to limitations: 1) Bin number needs to be chosen
appropriately for it to perform well. There is no clear guideline about what should be good number to
use beforehand; 2) Relying on statistical meaning of significance, the statistical module has difficulty

in detecting the attacks that cause not-that-significant damages, such as ran-10 and inter5 attacks.

5.6 Related Work

Dropping attack is an important Denial of Service attack. It is deemed one of the hardest attacks to
deal with because of the difficulty to distinguish the malicious dropping from the normal/nature
dropping. Normal dropping occurs from time to time for buffer overflow or queue
management/congestion avoidance, such as Random Early Detection (RED) [49]. Malicious dropping
could be launched from a compromised router to intercept and drop (selectively) the packets in transit.
There are few researches to dedicate to dropping attack problem. WATCHER [50] uses distributed
monitors to check whether conservation law is violated, i.e. if a router behaves correctly, the total
number of incoming packets should be the same as that of the outgoing packets. The scheme is found
to be very complicated. In addition, it can not tell, if there is dropping, whether the dropping is

legitimate or malicious.

5.7 Summary

We have shown potential performance damages that can be caused by direct packet attack by
experimenting with TCP dropping attacks. To counter against this type of QoS attacks, we conducted
experiments to test the feasibility of applying statistical module and neural network in intrusion

detection of TCP dropping attacks. The experiments showed promising results that the direct packet
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QoS attacks can be detectable by learning statistical behaviors using statistical module or neural

networks.

Chapter 6

Conclusion

6.1 Summary

In contrast to best-effort service, Quality of Service (QoS) is to provide specified and desired end-to-
end electronic transmission service to customers. Likewise, Quality of Protection is to provide
specified and desired end-to-end security service to customers. We expect Quality of Protection (QoP)
to be integrated with Quality of Service (QoS) to provide secure end-to-end quality transmission.
Considering protection is one of the network services, we call the QoP and QoS Quality of Network

Services (QoNS).

A lot of research has been devoted to security of computer systems but little has been done to protect

QoNS provisioning. While specific security issues for individual QoS mechanisms are mentioned in
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RFC and drafts in security consideration section throughout IETF working groups, little has been
researched to comprehensively and systematically analyze and resolve potential security problems in
QoNS provisioning. The effort in this research is only a small step of the expedition to a QoNS

framework with seamless security.

We have studied security issues of Quality of Network Service (QoNS) provisioning. There are two
types of attacks to QoNS: attacks to control flow or data flow. First, attackers can compromise
signaling protocol or attack on policy setup. Second, attackers can directly attack the data packets in

transit. We analyzed both kinds of attacks to QoNS and proposed solutions to counter against them.

For the end-to-end signaling protocols for QoNS, we analyzed potential message spoofing and
tampering attacks. One important question for both ISCP and RSVP, applicable to other signaling
protocol as well, is that how can we protect, in an End-to-End fashion, the integrity of an object that is
mutable along the route path? Public Key Infrastructure (PKI) is useful for end-to-end protection but
can only be used rarely due to its high computation cost while secret-key mechanisms are cheap and
fast but is not for end-to-end solution. In this research, we resolve this problem using two approaches:
First, for appending chain signaling like ISCP, we developed mechanisms to reduce PKI usage to its
minimum by using PKI only for secret-key distribution and using secret keys for securing messages
once secret keys are set up. Second, for modification without appending signaling like RSVP, we
developed SDS/CD to combine the strength of security prevention and intrusion detection such that

both insider and outsider attacks are handled in an efficient and flexible way.

For policy management in security service provisioning, we analyzed potential problems and
developed algorithms to automate security policy specification. In our research, we clearly defined a
higher level policy, called security requirement, and clearly defined their satisfaction. Therefore,
policies are correct only if they satisfy all requirements. Furthermore, we designed algorithms to
automatically generate correct policies given security requirements. People can specify their

requirements at a high level without concerning specific low level parameters, and then correct low
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level policies will be automatically generated. The automation can not only save tremendous

administrative labor but also guarantee the policies are correct.

There exist many different intrusion detection mechanisms to detect either known attack by detecting
their known signatures or unknown attacks by detecting anomaly behaviors. QoS attacker aims to
degrade service performance. Although they can drop or delay packets in various ways, we can detect
them by detecting the anomaly behavior (performance) they have caused. Based on the impacts to
network performance that the attackers want to achieve, we can apply some existing techniques to
intrusion detection of the QoS attacks. In particular, we designed and tested neural network and
statistical mechanism to detect TCP dropping attacks. They both showed favorable and encouraging

results in countering against QoS direct packet attacks.

6.2 Future Work

There are many aspects of research that can be further developed based on the research. For security
policy management, first of all, we focused on centralized policy management in this research. The
research can be extended for distributed policy management in which distributed policy servers can
communicate and make joint decision on correct policies. However, the constraint and optimization of
policy generation for distributed architecture need further study. Furthermore, we developed algorithm
to automatically generate correct policies to satisfy all given requirements. If no policies can satisfy all
requirements, then we will generate a failure message. In this case, the conflict may reside in
requirement level. The requirement conflict resolution techniques will demand further research. Last,
we’ve specified a higher-level security policy that is implementation independent. More levels of

security policy may be specified until the whole hierarchy is clearly established.

In chapter 3 we developed conflict detection algorithm to detect potential security violation caused by

either human mistakes or malicious modification. The algorithm is centralized, in which the conflicts
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are determined based on a complete collection of relevant policies and requirements. However, conflict
detection can not be only centralized but also has to be distributed since there is large amount of policy
objects that are widely distributed around different domains of networks. The goal of the distributed
conflict detection is mainly two folds: 1) Conflicts can be detected as fast and early as possible. 2) It is
preferable to convey as little information as possible. Therefore, we desire to minimize the amount of
information that has to be examined to determine a conflict. Next step we will develop mechanisms to
detect conflicts in a decentralized collaboration manner, in which conflict detection is performed at

every intermediate node and each node can determine conflicts based on least available information.

Chapter 4 described previous work (researched by Tsung-li Wu) for RSVP security. The key
vulnerabilities of RSVP were identified and new approach SDS/CD was proposed to efficiently and
flexibly counter against the analyzed threats. I will continue his work and research on the following
issues: 1) Are there other attacks? How can we find ALL attacks? 2) Can SDS/CD be upgraded to

handle ALL attacks effectively and efficiently?
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